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Introduction

Chairman Lieberman, Senator Collins and other distinguished Members, thank you for the opportunity to appear before the Committee to highlight the Department of Homeland Security’s (DHS) work in the area of preventing and countering terrorist travel.  This is an issue of singular importance, and I commend the Committee for holding this hearing.

The U.S. Government employs a number of tools to counter terrorism, including collaborating with foreign partners, cutting off terrorist financial resources, enforcing export controls to prevent terrorists’ access to sensitive technology and weapons, intercepting terrorist communications, targeting terrorist leadership, and countering efforts at recruitment, among others.  But, to paraphrase the 9/11 Commission, targeting terrorist travel is perhaps one of the most powerful weapons we have to counter the ability of terrorists to attack us.

Those who seek to attack us rely on access to travel networks.  Terrorists travel in order to identify and engage in surveillance of potential targets, to plan their attacks, to train on tactics and operations, to collect funds and documents, and to communicate with other operatives.

Every step along this pathway presents a vulnerability to would-be attackers, who must come out of the shadows and interact with the traveling public and our officers at ports of entry.   At some point along the travel pathway, for example, many terrorists cross international borders—to communicate and engage others, train, or receive resources—a step which necessitates submitting advance passenger manifest information, using a passport and going though checkpoints managed by the Transportation Security Administration (TSA)  and Customs and Border Protection (CBP).  This type of interaction presents not only a moment of engagement where our adversaries must make themselves known, but also an opportunity for interdiction and observation.  Consequently, terrorists devote extensive resources to acquiring and manipulating passports, entry and exit stamps, and visas to avoid detection. 

What we have learned over the past few years is that border security and preventing terrorist travel is more than drawing a line in the sand where we can deny entry into a country.  Rather, the exercise of authorities associated with border security can be a powerful resource to identify and thwart terrorist operations at the earliest opportunity. 
We work and live in a seamless economic environment connected by global systems and networks that transcend national boundaries.   As much as these global systems and networks are critical to the United States and our prosperity, they are also vital conduits by which our adversaries, terrorists, and criminals conduct their illicit activities.  As such, we have a strong interest, obligation, and opportunity to prevent these networks from being exploited for terrorist purposes.  By constraining terrorist travel, we limit the ability of our adversaries to operate.  Our aim must be to identify and disrupt terrorist travel at the earliest point. 

The Department of Homeland Security was created for and is uniquely positioned to accomplish these goals:

· Customs and Border Protection’s twin goals remain border security and the facilitation of legitimate trade and travel. CBP – among other activities – detects and prevents the illegal entry of people and smuggling of contraband into the United States (including a vigilant watch for terrorist threats); protects our agricultural and economic interests from harmful pests and diseases; protects American businesses from theft of their intellectual property; enforces violations of textile agreements; collects import duties; and enforces United States trade laws. 
· Immigration and Customs Enforcement’s (ICE) mission is to protect the security of the American people and homeland by enforcing the nation's immigration and customs laws.  As the nation’s second largest investigative law enforcement agency, and the one responsible for the vast majority of federal arrests of non-U.S. persons, ICE plays a central role in targeting, investigating, and dismantling transnational criminal operations through long-term, intelligence-driven investigations.  

· The Transportation Security Administration protects United States transportation systems, including air transportation, to ensure freedom of movement for people and commerce.  

· U.S. Coast Guard’s mission is to protect the United States from maritime intrusions and threats, and to ensure the safety and mobility of maritime traffic.

· The mission of the DHS Office of Intelligence & Analysis (I&A) is to collect, analyze, produce, and disseminate information, intelligence and counterintelligence to support national and departmental missions.
· The mission of United States Citizenship and Immigration Services (USCIS) is to administer the immigration benefits system.  USCIS touches 12 million applications yearly and every application is subject to rigorous screening processes to ensure benefits are not afforded to those who present a threat to our national security.

Taken together, this expertise and these authorities have made DHS not only essential to preventing terrorist travel to the United States, but increasingly in preventing terrorist travel around the globe.  Today I will discuss three areas in which the Department plays a central role in disrupting and denying terrorist travel: (1) identification of known and suspected terrorists as well as other individuals who pose a threat to national security; (2) screening of travelers and those seeking immigration benefits to deny travel prior to departure, target for additional inspection, prevent entry at arrival, and/or prevent an individual from remaining in the U.S. if they are not authorized; and finally (3) securing and verifying travel documents to prevent people from illicitly traveling on an assumed identity.
Identifying High Risk Travelers

The first critical step to thwarting terrorist operations along the travel pathway is to identify those associated with, suspected of being engaged in, or supporting terrorist or other illicit activities as well as the technique they use to avoid detection.  This is done by collecting, maintaining, and updating data and integrating knowledge of terrorist travel patterns into our border screening systems operations.  

While watchlists existed prior to 9/11, they were neither coordinated nor consolidated to a degree and depth commensurate with what we now know to be the threat of terrorism.  The 9/11 Commission recommendations and subsequent government hearings, reports and recommendations provided guidance to properly enhance this avenue for identifying and preventing the terrorist the threat.  

Terrorist Screening Center

The Terrorist Screening Center (TSC) is a multi-agency center where identifying information on Known and Suspected Terrorists (KST) data from several agencies is consolidated into the Terrorist Screening Database (TSDB).  This information is used to support authorized law enforcement, regulatory, and intelligence agencies in their responsibilities to screen individuals for association with terrorist activity.  This mission facilitates secure, effective, and timely interagency information sharing related to encounters with individuals included in the TSDB. TSC does this while ensuring the data it stores is maintained in a manner that maximizes privacy and civil liberties protections of U.S. Citizens.

The TSC provides law enforcement officers with the information needed to help them positively identify known or suspected terrorists trying to obtain visas or immigration benefits, enter the country, board aircraft, or engage in other activity that could jeopardize national security. The system uses biographic and biometric identifiers to support border and immigration screening and inspection procedures.  As an example, the system stores and maintains photographs of KSTs and makes this information available to the Department of State for visa screening.  The broad range of information available and ability to securely deliver it to the front line screening agency, overseas, at the border, or within the U.S. is a major improvement to the processes in place prior to 9/11. 
National Targeting Center

A key tool for DHS in analyzing, assessing, and making rapid determinations based on TSC TSDB and other information, is the National Targeting Center (NTC), run by CBP.  The NTC is a 24 hours a day, 7 days a week operation, established to provide tactical targeting information aimed at interdicting terrorists, criminal actors and implements of terror or prohibited items.  Crucial to the operation of the NTC is CBP’s Automated Targeting System, a primary platform used by DHS to match travelers and goods against screening information and known patterns of illicit activity often generated from successful case work and intelligence.  Since its inception after 9/11, the NTC has evolved into two Centers:  the National Targeting Center Passenger (NTC-P) and the National Targeting Center Cargo (NTC-C). The NTC analysts generate targets of interest or interdiction based upon the results of their research.
On a typical day, the National Targeting Center Passenger:

· Handles approximately 280 telephone inquiries;
· Generates 178 targets of interest and 

· Initiates and completes research queries on approximately 328 individuals.
The National Targeting Center Cargo is a critical layer in CBP’s layered enforcement strategy.  NTC-C’s responsibilities are international in scope, leveraging classified, law enforcement, commercial, and open source information to proactively target and coordinate examinations of high-risk cargo in all modes of transportation.  NTC-C provides high-quality research and support to all international Container Security Initiative, Secure Freight Initiative, and domestic analytical and targeting units, as well as other government agencies.  NTC-C fosters international partnerships and promotes relationships across the federal government with the Drug Enforcement Agency (DEA), Immigration and Customs Enforcement, National Counterterrorism Center (NCTC), and Federal Bureau of Investigations (FBI).
Yearly and daily statistics for the National Targeting Center Cargo:

· In a typical year, the NTC-C processes more than 11.3 million maritime containers bound for U.S. seaports from foreign ports – an average of 31,000 per day.
· On a typical day CBP NTC-C processes more than 70,200 truck, rail, and sea containers.
· In FY2009, CBP officers stationed at Container Security Ports reviewed over 9 million bills of lading, and conducted over 56,000 exams in conjunction with their host country counterparts.
· CBP’s Laboratories and Scientific Services spectroscopy group at the National Targeting Center has responded to some 21,599 requests from the field for technical assistance in resolving alarms.  To date 100 percent of all alarms have been successfully adjudicated as innocent.

Human Smuggling and Trafficking Center

In addition to the NTC, DHS also supports and uses the information and intelligence of the Human Smuggling and Trafficking Center (HSTC) to combat illicit and terrorist travel.  Section 7202 of the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) established the interagency HSTC to achieve greater integration and overall effectiveness among the U.S. government’s enforcement and response efforts, and work with other nations to address alien smuggling, human trafficking, and criminal support of clandestine terrorist travel.  The Steering Group that oversees the Center is co-chaired by senior representatives of the Secretary of State, the Secretary of Homeland Security and the Attorney General.  The Center is unique among U.S. organizations and centers in that it concentrates on illicit travel on a global basis through activities that directly enable terrorist travel and/or offer financial support.
The HSTC brings together experienced law enforcement, intelligence and diplomatic officials from U.S. agencies who are subject matter experts to work together on a full time basis to convert intelligence into effective law enforcement and other action.  The HSTC combats illicit travel by: 
· Facilitating the broad dissemination of all-source information

· Preparing strategic assessments

· Identifying issues for interagency coordination or action

· Coordinating select initiatives 

· Working with, and exchanging information with allied foreign governments and organizations.  

The Departments of State, Justice, Homeland Security, and Defense, along with other U.S. agencies participate in and assign personnel to the HSTC.  The recent addition of Department of Defense representative to the HSTC has already strengthened efforts to combat the facilitation and flow of foreign fighters.  In August DHS Policy and U.S. Special Operations Command co-hosted a conference on illicit travel networks to better coordinate efforts on combating foreign fighter flows and terrorist travel.  This conference was attended by 64 individuals from across the government.      

National Counterterrorism Center

Among the recommendations put forward by the 9/11 Commission and implemented under the Intelligence Reform and Terrorism Prevention Act of 2004, was the creation of the National Counterterrorism Center and its strategic operational planning capability.  The NCTC is charged with integrating all instruments of national power to ensure unity of effort combating terrorism. Pursuant to this authority, the Director of NCTC is responsible for providing strategic counterterrorism plans and effectively integrating and sharing counterterrorism intelligence inside and outside the United States.  DHS has personnel assigned to the NCTC and utilizes the resources that the NCTC has at its disposal to coordinate and combat terrorist travel.   

Multi-layered Approach to Screening

The second critical step to thwarting terrorist operations along the travel pathway is the screening of travelers or prospective travelers against databases either prior to travel or prior to entering the United States.  Terrorist-related screening, as defined under Homeland Security Presidential Directive – 11 (HSPD-11) is “the collection, analysis, dissemination, and use of information related to people, cargo, conveyances, and other entities and objects that pose a threat to homeland security.”  Terrorist screening is a multi-agency effort that relies on good data, good intelligence and information, and automated capabilities to ensure identification of high-risk activities and individuals.  

DHS has the responsibility for the effective control of the United States’ borders and securing our domestic transportation systems.  This includes reducing the likelihood of terrorists’ entry into our country by identifying and interdicting those who pose a terrorist threat or who are not authorized to be in the United States.  DHS has been able to play a critical role in preventing terrorist activity through the use of the consolidated watch list, as well as through the development of threat-based screening capabilities based on threat assessments and intelligence information from the Intelligence Community.  
DHS creates layers of defense by building security into each step of the transportation process and applying targeting techniques to the unique measures a terrorist traveler must take to get from one place to another.  We have built this system to work with existing industry practices and ensure the efficient operation of the travel system by harmonizing business processes across screening and credentialing programs; prioritizing investments in screening technologies and systems; developing metrics for evaluating and improving screening processes; and setting an overall framework for the business and technical support of DHS screening and credentialing activities. 

Advance Screening Information

An effective border screening system must include three reinforcing tracks: first, a consultative mechanism to ensure that an individual matched to a watchlist is in fact the person the U.S. government is interested in; second, a vehicle to accurately and reliably identify all travelers adopting known terrorist and criminal travel tactics even for which we do not yet have reliable identity information (name, passport number, etc); and third, a way for innocent travelers incorrectly caught in the system to seek correction and redress.  DHS’s layers of defense include all three. 
DHS begins its work days before a traveler encounters Customs and Border Protection or the Transportation Security Administration and concludes well after the traveler has completed their trip.  In the international context, six steps apply:
1. The first step, applicable only to non-U.S. citizens, is either the adjudication of a visa application or authorization for travel through the Electronic System for Travel Authorization (ESTA), depending on which provision of the Immigration and Nationality Act the individual is traveling under.  These systems are designed to weed out the most obvious risks as early as possible.  When successful, the illicit traveler may not even book a ticket.
2. Second, DHS reviews the traveler’s identity information and travel practices through three reinforcing systems: 
a. The Advance Passenger Information System (APIS), which compares the  traveler manifest of commercial and private aircraft, as well as commercial vessels, against law enforcement databases; 
b. Secure Flight, which compares passenger information to the No Fly and Selectee List components of the TSDB; 
c. ATS-P, or Passenger Name Records (PNR) data, which analyzes information from the carriers’ reservation system to detect links to KSTs or patterns of criminal or terrorist activity.  
DHS obtains this information and conducts screening shortly before an aircraft’s departure (Secure Flight and PNR data is applied up to 72 hours prior to an aircraft’s departure; APIS is available when a traveler checks in at the ticket counter or no later than 30 minutes prior to departure).  Combined, APIS, PNR and Secure Flight identify over 5,000 known or suspected terrorists a year.
3. Third, at nine airports around the world (selected based on volume of traffic, risk and foreign policy priorities), the Immigration Advisory Program allows CBP Officers to work with foreign law enforcement officers to interview suspect travelers prior to departure and issue recommendations on the propriety of alien passenger’s travel to the United States.

4. Fourth, at the port of entry, alien travelers provide biometric data, including fingerprints to be screened through the US-VISIT program, making it easier to ensure that if a false identity were successfully adopted during the previous steps, this fraud would be caught at the border.

5. Fifth, at the border, CBP Officers apply knowledge gained during the screening process by NTC analysis and training, including behavioral observation techniques, to assess whether the traveler may merit inspection to detect criminal activity, grounds for inadmissibility by non-U.S. citizens or immigration violations.

6. Sixth, the Traveler Redress Inquiry Program allows anyone, regardless of citizenship, who feels he/she has been identified incorrectly to seek an annotation to his/her record and a redress number.  This also improves security by ensuring that we don’t waste limited resources on innocent people.

In addition to these core layers, DHS, through CBP’s Trusted Traveler Programs, has implemented several other tools to allow low-risk travelers to voluntarily submit to additional advance screening in order to gain expedited entry at the port of entry:

· SENTRI allows pre-approved travelers to receive expedited processing at dedicated U.S./Mexico land border crossings.

· NEXUS allows pre-approved travelers expedited crossing at air, land, and marine ports of entry along the U.S./Canada border. 
· Global Entry allows pre-approved, frequent international travelers, presently U.S. and Dutch citizens and U.S. Permanent Residents who have passed a background check, to use an automated kiosk to clear passport control, and provides an expedited exit lane out of the CBP processing area.

These programs look at the information the individual presents through the application process through an in-depth vetting process.  Only persons who we have deemed to not pose a risk of terrorism or serious crime are allowed to participate in the programs.

Domestically, a similar approach applies.  TSA’s Secure Flight program adds a vital layer of security against terrorist travel.  Secure Flight implements the Intelligence Reform and Terrorism Prevention Act of 2004 requirement for DHS to assume from aircraft operators the responsibility of prescreening passengers against terrorist watch lists on all domestic and international commercial flights (into, out of, within, or over the United States, and point-to-point international flights operated by U.S.-based aircraft operators).  Secure Flight provides: early insight into intended travel by potential terrorists through watch list matching; earlier law-enforcement notification and coordination; and a consistent watch list matching process across all aircraft operators.  Once Secure Flight is fully implemented in 2010 DHS will have assumed the matching function presently delegated to the air carriers.  As a result, TSA will no longer need to distribute the terrorist watchlist to the carriers decreasing the chance terrorist watchlist data may be released inappropriately.  Further, Secure Flight has an integrated redress process for individuals whose name may be similar to a name on the watch list.  Secure Flight is being phased in gradually with full implementation for domestic and foreign aircraft operators scheduled to be completed by the end of 2010.

International Cooperation

International travel is a network relying on the fast-paced interaction between travelers, business and government – travel agents in one country, immigration inspectors in another country, and reservation system managers in yet another country may all play a role in moving a terrorist from a training camp abroad to a target in the United States.  Our approach to international screening engagement responds to the realities of this network.  Our goals are to ensure domestic practices in key partner nations are adequate to minimize risks posed to the United States and to jointly respond to the illicit movement of terrorists and criminals.  In many cases, foreign nations can be the best source of information about which of their citizens are most likely to pose a risk.  

Central to both of these goals has been DHS’ work to reinforce the security features of the Visa Waiver Program (VWP).  Since 1986 the VWP has allowed eligible citizens of certain countries to travel to the United States for business or tourism without obtaining a visa.  The 35 countries currently in the VWP are among our closest international partners in the fight against terrorism.  Participation in the program provides tremendous incentives for countries to maintain high security standards and deepen their cooperation with the United States on security-related issues.  These enhanced measures—including sharing lost and stolen passport data (LASP) information with the United States through INTERPOL; sharing security and law enforcement information with the United States; cooperation on repatriation matters; and strengthening document security standards, and airport and aviation security—help secure the United States and prevent terrorist and criminal activities within our VWP partner nations.
Beyond the VWP, DHS has relied on a variety of bilateral and multilateral partnerships to combat terrorist travel.  In particular, our bilateral cooperation with Canada, Germany, the United Kingdom, other European Union member states, and other partners including the International Criminal Police Organization, coupled with our multilateral work through the Five Country Conference (Australia, Canada, New Zealand, UK, and the United States), the Caribbean Community (CARICOM), the Asia-Pacific Economic Cooperation forum, the Group of 8 Lyon/Roma Working Group, and the International Civil Aviation Organization has proven critical.  International screening programs are intended to leverage data and resources held by other governments to improve the ability of DHS and its foreign partners to identify illicit activity as part of the normal travel or migration process.  Successful partnerships include:
· By comparing the fingerprints of a small subset of asylum seekers, Canada, the United Kingdom and the United States have cooperatively identified over 200 cases of fraud.  On November 24th, Secretary Napolitano and Minister of Public Safety Canada Peter Van Loan announced an agreement under which DHS and Public Safety Canada may exchange up to 3,000 fingerprints per year to assist in immigration related cases.  The UK, Australia and New Zealand intend to adopt compatible practices through the Five Country Conference.
· Since September 2009, the United States and United Kingdom have cooperated to jointly screen visa applications for persons in the U.S. seeking to travel to the UK, already identifying nearly 40 suspect applications.

· As a result of the 2006 terrorist plot to destroy aircraft flying from the UK to the United States, the National Targeting Center now works regularly with its British equivalent, the Joint Border Operations Center, to collaborate and exchange information on high-risk flights between the two nations.
· DHS and CARICOM worked together to support security efforts during the 2007 Cricket World Cup, identifying 94 travelers with derogatory information in the Terrorist Identities Datamart Environment (TIDE) or held by INTERPOL matches.

· Since 2007, every person entering the United States by air or sea or submitting an application to ESTA has had his/her passport number vetted against the INTERPOL Stolen and Lost Travel Documents database (SLTD). This initiative regularly nets five or more cases of fraud per month that would not have been identified without the system.  Through a partnership with Australia and New Zealand, similar work is accomplished through the Regional Movement Alert System (RMAS).  

Through these efforts, DHS seeks to create an international norm for sharing terrorism and criminal information and identity management.  Portions of the international community, however, have not agreed to share such information due to concerns regarding privacy protection. The Department, along with the Departments of Justice and State, is working to develop broader privacy agreements to ensure that data sharing can be facilitated under strong privacy norms not requiring legal harmonization.   In October 2009, the U.S. Government agreed with the European Union on a set of common principles that unite our approaches to protecting personal data when exchanging information for law enforcement and security purposes.  This was an important step towards greater cooperation.

Securing Travel Documents

Working with our international partners and strengthening our requirements for which documents are acceptable for entry to the United States has led to the development of more secure passports and travel documents.  At today’s hearing, the Department of State and Under Secretary Rand Beers from DHS will provide greater insights into what is being done to secure passports and incorporate biometric verification during screening.  
The Western Hemisphere Travel Initiative (WHTI) requires U.S. and Canadian travelers to present a passport or other document that denotes identity and citizenship when entering the United States, facilitating entry for U.S. citizens and legitimate foreign visitors, while strengthening U.S. border security.  WHTI went into effect June 1, 2009 for land and sea travel into the United States.  WHTI document requirements for air travel went into effect in 2007.  
US-VISIT supports the Department of Homeland Security's mission to protect our nation by providing biometric identification services to federal, state and local government to help them accurately identify the people they encounter and determine whether those people pose a risk to the United States.  US-VISIT collects biometrics—digital fingerprints and a photograph—from international travelers at U.S. visa-issuing posts and ports of entry, helping immigration officers to determine whether a person is eligible to receive a visa or enter the United States. US-VISIT helps prevent identity fraud and makes it more difficult for criminals and immigration violators of the ability to cross our borders or remain in the United States.  US-VISIT also supports the Department's ability to identify international travelers who have remained in the United States beyond their period of authorized admission by analyzing biographical information.

US-VISIT is helping to make U.S. immigration and border management efforts more collaborative, more streamlined and more effective.  As Congress required and through the VWP, the U.S. has mandated secure passport issuance processes and documents from VWP countries.  Because this is becoming the norm, other countries are also moving to develop and implement more secure passport issuance processes and documents.  Through the Credentialing Framework Initiative, DHS has set the direction for DHS screening entities to use recurrent vetting—the process by which stored identity data is compared against new derogatory information (i.e., watchlist nominations, wants and warrants, convictions) as it becomes available where the person being screened has an ongoing eligibility requirement.  As a result, vetting and risk assessments conducted are based on current information and not just point in time checks.  This process is in place for biometric checks conducted through DHS’s Automated Biometric Identification System (IDENT), CBP’s Trusted Traveler populations, and for TSA’s Threat Assessment and Credentialing programs.  

Conclusion

Thank you again for this opportunity to testify about our efforts to counter and prevent terrorist travel.  As I am sure you and your colleagues appreciate, this phenomenon presents a real and serious challenge to our nation, and requires that we utilize the full gambit of intelligence and law enforcement resources. I look forward to answering any questions you may have.
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